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1	Impacts

	Affects:
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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
N/A
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	

	5GS_Ph1-SEC
	SA3
	750016
	Security aspects of 5G System - Phase 1



2.3	Other related Work Items and dependencies

	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	 




3	Justification
Roaming for 5G SA has been under discussion for several meetings and PRINS was challenged by GSMA 5GMRR working task. 5G SA deployments are on its way. Liaisons exchanged with GSMA show a need to clarify the roaming aspects in 33.501.
SA3 History: Key issues were already created as part of TR 33.875 to address certain parts in Rel-18 that were brought to SA3 by liaison statement exchanges between 3GPP and GSMA (NG 5GMRR). Work on these key issues was however stopped due to the closing of the SBA related study and decision to continue in a separate study in Rel-19. Nevertheless, work on roaming continued under the liaison umbrella.
In SA#101 plenary a Rel-18 WID (Roaming5G)  on addressing Roaming Intermediaries by enhancing the existing 3GPP specifications was agreed, which covers as intermediaries now also Roaming Hubs, in addition to IPX providers. Requirements in SA1 (SP-231173 SA1 CR on requirements for roaming hub) and a description for handling errors by roaming hubs in SA3 specs (SP-231202 SA3 CR on enhancing PRINS) were added. The PRINS solution specified by 3GPP to keep control of what is visible and modifiable to any intermediary was enhanced by SP-231202 to allow intermediaries to exchange error messages via PRINS with their associated SEPP.
It is the intention that stage 2 work is sufficiently addressing the matter of roaming in Rel-18 by this.

Motivation of SID:
The current LS exchanges between 3GPP and GSMA show that there will be additional need for further study that potentially could lead to Rel-19 normative changes. It is requested by GSMA LSs to override the 5G e2e service architecture for roaming and continue roaming in a hop-by-hop fashion without securing what intermediaries may do with the passing signalling messages. As a result, this will be downgrading the 5G roaming security. However, it is clear that current stakeholder business would not be possible to continue otherwise.
3GPP SA3 needs to provide a standpoint on this development. What will be promoted as 5G, may not include 5G.
A study seems to be a reasonable way to document a 3GPP standpoint. While it is most likely not possible to avoid the hop-by-hop development in roaming business, it is important to provide the reasoning for security solutions driven in 3GPP and showing the limitations of e.g. hop-by-hop without PRINS in roaming to allow MNOs to make conscious decisions on their 5G SA roaming solutions.
Another aspect is that GSMA is promoting in some scenarios, that the operator may decide to outsource the operation of its SEPP to an external entity. This scenario is called the “Hosted SEPP” scenario. The Hosted SEPP scenario introduces security requirements which must be fulfilled by N32 and by the connection between PLMN and Hosted SEPP. The decision of an operator to outsource the operation of a SEPP to an external entity can be independent of whether and which IPX providers are used, and whether and which roaming hub(s) are used. In case an operator uses a Hosted SEPP, the security perimeter of the PLMN as described in TS 33.501, clause 4.2.1, extends to an entity external to the PLMN. What this implies in terms of security need to be evaluated.
SA3 has received further GSMA LSs in S3-231717-20 with requirements from the different stakeholders. These documents include far more information than what was captured in Rel-18 CRs. It would need further analysis of security relevant requirements, which also can be captured in this study. This is the base for making decision on normative work and for which release.
Other topics for consideration are the security impact to the 5GS of RVAS integration aspects, e.g. privacy impacts and security implications when roaming intermediaries require the control of roaming subscriber PDU sessions, e.g. in case of data usage exceeding. 
Futher topics may need to be addressed while looking at these details.

4	Objective
The study will focus on security for 5G roaming raised via liaisons with GSMA, not covered by Rel-18 WID 'Roaming5G'.
Identified topics are:
· N32 security in mediated roaming scenarios
· Security in hosted SEPP scenarios and implications on the domain security
· Security impact to 5S of RVAS integration aspects
· Security implications when roaming intermediaries require the control of roaming subscriber PDU sessions
The study will provide security considerations on roaming solutions.


5	Expected Output and Time scale
	New specifications 

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TR
	33.XXX
	Security considerations for 5G SA roaming
	TSG#103
	TSG#105
	Jerichow, Anja
Nokia
anja.jerichow(at)nokia.com

	
	
	
	
	
	




	Impacted existing TS/TR

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	

	
	
	
	



6	Work item Rapporteur(s)
Jerichow, Anja (Nokia): anja.jerichow@nokia.com 

7	Work item leadership
SA3

8	Aspects that involve other WGs
The result of this study can have impact to CT4 specifications. 

9	Supporting Individual Members

	Supporting IM name	Comment by Nokia5: Supporting companies to be confirmed, in earlier versions were listed:

Deutsche Telekom 
Mavenir
Huawei
HiSilicon
Ericsson
Vodafone

	Nokia

	Nokia Shanghai Bell

	

	

	

	

	

	

	

	



